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Abstract

Infrastructure as code (IaC) tools automate cloud provisioning but
verifying that deployed systems remain consistent with the IaC
specifications remains challenging. Such configuration drift occurs
because of bugs in the IaC specification, manual changes, or system
updates. Large language model (LLM)-based agentic AI systems can
automate the analysis of large volumes of telemetry data, making
them suitable for the detection of configuration drift. However,
existing agentic systems implicitly assume that the tools they in-
voke always return correct outputs, making them vulnerable to
erroneous tool responses. Since agents cannot distinguish whether
an anomalous tool output reflects a real infrastructure problem or
a broken tool, such errors may cause missed drift or false alarms,
reducing reliability precisely when it is most needed. We introduce
RIVA (Robust Infrastructure by Verification Agents), a novel multi-
agent system that performs robust IaC verification even when tools
produce incorrect or misleading outputs. RIVA employs two spe-
cialized agents, a verifier agent and a tool generation agent, that
collaborate through iterative cross-validation, multi-perspective
verification, and tool call history tracking. Evaluation on the AIOp-
sLab benchmark demonstrates that RIVA, in the presence of erro-
neous tool responses, recovers task accuracy from 27.3%when using
a baseline ReAct agent to 50.0% on average. RIVA also improves
task accuracy 28% to 43.8% without erroneous tool responses. Our
results show that cross-validation of diverse tool calls enables more
reliable autonomous infrastructure verification in production cloud
environments.
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1 Introduction

IaC tools have become ubiquitous in modern IT operations, en-
abling automated and scalable infrastructure management [9]. Pop-
ular IaC tools such as Terraform [5], Ansible [16], and AWS
CloudFormation [2] enable organizations to define, provision,
and maintain their infrastructure through version-controlled con-
figuration files, significantly reducing manual effort and config-
uration errors [7, 11, 15]. Instead of manually configuring cloud
resources, IaC engineers describe the desired system state in declar-
ative templates or scripts. These definitions are then processed by
the IaC tool, which compares the declared state with the current
environment and automatically applies the necessary changes to
reach the target state. This approach ensures consistency across
different environments (e.g., development or production) and makes
infrastructure reproducible, testable, and traceable [24]. The IaC
paradigm is used by major companies such as Amazon, Netflix,
Google and Facebook [9].

Despite these advantages, verifying that deployed infrastructure
adheres to its specification remains a critical challenge [26]. The
main problem is that during or after provisioning, the infrastructure
may diverge from the intended state, i.e., configuration drift [12].
During provisioning, subtle bugs in IaC modules, provider plugins,
or cloud APIs can leave resources in a partially created or an incon-
sistent state, such as virtual machines being provisioned without
the correct security groups or permissions only being applied to a
subset of expected services [4]. Such bugs can propagate at scale, po-
tentially leading to wide-scale service disruptions or vulnerabilities
over time [14, 23]. Post-deployment, configuration drift introduces
further complexities: automated software updates, manual changes
by engineers that bypass IaC (e.g., in response to an emergency), or
performance tuning can modify resource properties in ways that
violate the IaC specifications [29]. Detecting configuration drift
requires continuous monitoring and correlating massive volumes
of logs, events, and state changes to determine whether the live
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environment still matches the intention of the IaC definitions. This
verification effort is extremely labor-intensive and error-prone [23].

Recent advances in LLM-based agentic systems have shown
strong potential to improve cloud reliability [20, 28]. In the context
of IaC and configuration drift, agentic AI systems can interpret
logs, events, and configuration states, summarize large volumes
of telemetry data, and autonomously decide when and how to in-
vestigate anomalies [23]. By leveraging LLMs’ abilities in pattern
recognition, reasoning, and cross-correlating information from dif-
ferent sources, these agents can detect configuration drifts that
are difficult to detect with traditional rule-based tools. Unlike rule-
based approaches, which rely on predefined patterns and static
thresholds, LLM-based agents can generalize across heterogeneous
telemetry signals and adapt to emerging or previously unseen drift
patterns without requiring manual rule updates [29]. This dynamic
nature makes them particularly suited to complex cloud environ-
ments where the space of possible misconfigurations continuously
evolves. Moreover, agentic workflows can iteratively refine hy-
potheses, query cloud APIs, and validate suspected issues against
the IaC specification. This shows high potential to reduces manual
effort, shorten incident-detection times, and to provide operators
with actionable, high-level summaries of the configuration drift.

A key vulnerability of agentic AI in the context of IaC, however,
is their implicit assumption that the tools they invoke always re-
turn correct and trustworthy outputs. In practice, IaC-related tools
may fail or behave inconsistently due to API outages, throttling,
transient network issues, parsing errors, or outdated provider imple-
mentations. Crucially, such erroneous tool responses are sometimes
indistinguishable from genuine infrastructure misconfigurations:
both manifest as unexpected states, missing fields, or contradictory
information. As a result, an agent that relies solely on tool feed-
back cannot determine whether it is observing a real configuration
drift or merely a faulty tool invocation. In Figure 1 we show the
impact of a single erroneous tool on the success rate of localization
and detection tasks in the AIOpsLab benchmark [3]. The presence
of erroneous tools, silently returning incorrect information, nega-
tively impact the task success rate, from 22.2% to 11.1% and 50.0% to
40.0% for the localization and detection tasks, respectively. Existing
agentic solutions lack mechanisms for detecting or reasoning about
these inaccuracies in tool outputs.
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Figure 1: The impact of erroneous tools on the accuracy of

error detection and localization tasks in the AIOpsLab bench-

mark by agentic AI systems.

This work introduces RIVA (Robust Infrastructure by Verification
Agents), a novel multi-agent system designed to perform robust
IaC-based infrastructure verification even when the tools it relies
on produce incorrect or misleading outputs. The main insight of
RIVA is that it is unlikely that two tool calls with the same goal
will both be erroneous. Our system enables agents with the ability
to detect, reason about, and overcome unreliable tool responses
through iterative cross-validation, multi-perspective verification,
and history tracking of tool results. At the core of RIVA are two
specialized agents, a verifier and tool generation agent. Together,
these agents converges on reliable conclusions about infrastructure
compliance. Moreover, these agents have access to a tool call history
which they use to generate and invoke unique tool calls to verify a
single property in the IaC specifications.

We implement and evaluate our system on the AIOpsLab bench-
mark. We compare the performance of RIVA against that of a ReAct
agent, which is a single agent that alternates between reasoning
and tool calls. In the presence of unreliable tools, RIVA across all
tasks recovers the task success rate from 27.3% when using a base-
line ReAct agent to 50.0%. Furthermore, our results show superior
accuracy and efficiency across all tasks even when tools generate
correct responses, improving the average task success rate from 28%
to 43.8%. Overall, we find that RIVA is an effective solution to miti-
gate the effect of incorrect tools and provide robust infrastructure
verification.

Contributions. Our contributions are as follows:
• We design RIVA, a novel multi-agent system that is able to
detect configuration drifts in the presence of erroneous tool
call outputs (Section 3).

• We implement RIVA and integrate our system into AIOpsLab,
an open-source framework for the structured evaluation of
AI agents (Section 4).

• We evaluate the effectiveness of RIVA and show that it signif-
icantly outperforms a ReAct agent, in terms of task success
rate, on tasks in the AIOpsLab benchmark, both with and
without erroneous tool responses (Section 5). This comes
with a manageable overhead in number of tokens used.

2 Background and Problem Description

We next provide background on IaC, configuration drift and agentic
AI. We then formulate the main research challenge that this work
addresses.

2.1 IaC and Configuration Drift

IaC tools such as Terraform, Ansible, and AWS CloudFormation
allow operators to define the intended state of their infrastructure
declaratively, enabling reproducibility, automation, and version con-
trol. In practice, however, deployed resources frequently diverge
from the IaC definition—a phenomenon known as configuration
drift [12]. Drift can arise during provisioning when subtle bugs or
provider API inconsistencies cause resources to be created with
missing or incorrect attributes without any explicit error being
reported, or after provisioning when manual hotfixes, automated
scaling actions, or emergency interventions modify parameters
outside the IaC workflow. Over time, these discrepancies accumu-
late, making the operational state increasingly disconnected from
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its specification, and detecting them at cloud scale requires exten-
sive tooling and automation. A concrete Terraform example is
provided in Appendix A.

2.2 Agentic AI

LLMs have recently emerged as a compelling solution for cloud en-
gineering and improved reliability [13, 20, 27]. In particular, LLMs
are able to process the heterogeneous and unstructured telemetry
data that are common in modern cloud environments [17]. Their
strengths in pattern recognition, summarization, and contextual
reasoning make them well suited for interpreting complex system
behavior and identifying potential issues, e.g., the detection of con-
cept drift. However, using an LLM in isolation is not sufficient:
effective infrastructure verification requires iterative reasoning and
continuous interaction with the live environment to fetch the ap-
propriate data from nodes and services.

To enable such interaction, there is a shift towards adopting
agentic AI where autonomous agents coordinate with external tools
such as cloud APIs, telemetry endpoints, or custom scripts, to gather
evidence and refine their understanding of the system state [6,
10]. More specifically, tools are external service interfaces that
agents can programmatically invoke to execute functions beyond
the inherent capabilities of the underlying LLMs, thus extending
the capabilities of LLMs by providing direct programmatic access
to telemetry and configuration data. A central part of the LLM
agent’s decision-making process is the selection, invocation, and
orchestration of the available tools [18].

In the context of IaC and configuration drift, tool calls allow
agents to probe the environment, query the properties of deployed
resources, or retrieve telemetry needed to confirm whether the
actual system matches the IaC specification. A detailed verification
workflow is illustrated in Appendix C. A widely used approach for
structuring such interactions is the ReAct framework, in which
an agent alternates between natural-language reasoning steps and
concrete tool invocations [30]. We refer to the resulting sequence of
reasoning and tool-use decisions as a trajectory. In summary, agentic
AI provides a promising direction for addressing the challenges
posed by configuration drift.

2.3 Problem Description

The effectiveness of agentic AI in the context of IaC verification fun-
damentally depends on the reliability of the tools they invoke.When
tools provide incomplete, stale, or misleading outputs, agents may
incorrectly conclude that a resource is misconfigured or, conversely,
that the infrastructure is healthy even when configuration drift has
occurred. This motivates the need for robust agentic frameworks
that are capable of successful operation even when the correctness
of tool outputs cannot be guaranteed.

An illustrative example of how erroneous tool outputs can silently
mislead an agent can be found in Appendix B.

In summary, the core problem is that agentic AI systems rely
on tool outputs that may themselves be unreliable, incomplete, or
stale, and current architectures provide no principled mechanism
to detect or reason about such inconsistencies. As a result, agents
cannot reliably distinguish genuine configuration drift from faulty
tool behavior. This leads to the central research question of this

work: How can we design agentic AI systems that robustly verify
IaC-defined infrastructure even when the tools they depend on return
incorrect or misleading outputs?

3 Design of RIVA

We design RIVA, a multi-agent architecture for IaC verification
in the presence of unreliable tools. We visualize the RIVA system
architecture and workflow in Figure 2. At the core of our system
architecture are two collaborating LLM agents: a Verifier Agent and
a Tool Generation Agent. The verifier agent has access to the IaC
specification and finds properties to verify. The tool generation
agent generates tool calls, executes these tool calls, collects the
results, and sends the result back to the verifier agent.

The main insight behind RIVA is that even though a single tool
call may silently return incorrect or misleading information, it is
highly unlikely that multiple independent tools will all fail in the
same way. In particular, tools are usually implemented as wrappers
around complex commands in order to simplify the interaction
with the agent. For example, in a Kubernetes environment, one
might implement a get_logs tool using the Kubernetes executable,
abstracting away the complexity of using this binary. However,
accessing the logs of a pod can also be done by directly accessing the
log files in the pod (i.e., with SSH). A subtle drift in the infrastructure
configurationmight render the original get_logs invalid but would
probably not impact a direct access to the machine.

Thus, instead of trusting individual tool responses, we verify
each property through cross-validation across diverse tool calls. By
comparing their outputs, identifying contradictions, and iteratively
refining verification attempts, an agent can distinguish genuine
configuration drift from erroneous tool behavior. Therefore, both
the verifier agent and tool generation agent have access to a shared
data structure called the Tool Call History to verify infrastructure
compliance with specifications.

In the following, we first elaborate on each component in our
system and then describe the full RIVA workflow.

3.1 Tool History

The Tool History serves as the central data structure enabling agent
collaboration and tool reliability assessment. It is implemented as a
map where each key corresponds to a property identifier (a specific
line in the infrastructure specification), and each value is an array
containing up to𝐾 tool execution records. Every execution record is
required to use a different tool. For example, with 𝐾 = 2 and testing
the reachability of node 1, the tool generation agent could add an
execution record for ping_node(id=1) and send_message(id=1).
Effectively, the hyperparameter 𝐾 defines the number of diagnostic
paths that must be executed for the Verifier Agent to reach a con-
clusion. Once 𝐾 records are available for a property, the Verifier
Agent determines its compliance status by majority vote over the
collected results; if no majority exists, the property is left unre-
solved and cannot be proven or disproven. We evaluate the impact
of this parameter on the task success rate in Section 5.3.

Each record in the tool history contains three elements: (1) the
executed command with its arguments, (2) the results generated
by the tool, and (3) a brief analysis explaining what the results
indicate about the property. This structure allows the Verifier Agent
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Figure 2: The RIVA system architecture and workflow.

to examine multiple verification attempts for the same property,
facilitating the detection of inconsistent or unreliable tool outputs
through cross-validation.

3.2 Tool Generation Agent

The Tool Generation Agent selects and instantiates verification
commands from the available toolset for a specific property. When
invoked, the agent first examines the Tool History to identify all
previously executed tool calls for the target property. It then selects
a tool not yet used for that property and determines a meaningful
instantiation of it, ensuring diversity across verification attempts
without relying on tools already present in the history. After in-
stantiating the command, the agent executes it on the deployed
infrastructure and collects the results. If the tool call is incorrect
(wrong arguments, syntax errors, etc.), the agent corrects the issue
and executes the command again. Finally, when the tool success-
fully runs on the infrastructure, the agent creates a new entry in the
Tool History containing the command specification, the execution
results, and an analysis that interprets what these results reveal
about the property’s compliance status.

3.3 Verifier Agent

The Verifier Agent is responsible for validating that the deployed
infrastructure adheres to the system specification. For each property
in the specification, the agent queries the Tool History to determine
whether verification attempts exist for that property. If no entry
is found, the agent requests the Tool Generation Agent to create
an appropriate verification command. If entries exist, the agent
analyzes the stored tool results to determine whether they provide
sufficient evidence to conclude that the property is satisfied or
violated. Crucially, the agent formulates a conclusion about the
property only if 𝐾 entries are available (i.e., if 𝐾 distinct diagnostic
pathswere explored to generate results).While preventing the agent
from reaching a conclusion too quickly, this design still allows the
agent to validate other properties. In particular, because the tool
generation agent generates one tool call at a time, the verifier agent
has a reasoning step interleaved between each generation. This
allows the agent to reevaluate its plan frequently and, for example,

in situations where the initially selected property is not strictly
necessary to move forward in the verification task, add a new goal
to the tool history and abandon the first goal. Note that in such a
case, because of the 𝐾 constraint, the abandoned goal will not be
considered as proven or disproven by the agent.

4 Experimental Setup

We now describe the experimental setup used to evaluate RIVA,
including the AIOpsLab benchmark, the implementation details of
RIVA, and the evaluation process.

4.1 The AIOpsLab Benchmark

We conduct our evaluation using AIOpsLab, an open-source frame-
work developed by Microsoft Research for designing, developing,
and evaluating autonomous AIOps agents [3]. AIOpsLab provides a
holistic infrastructure that can deploy microservice cloud environ-
ments, inject faults, generate workloads, and export comprehensive
telemetry data. Moreover, AIOpsLab supports several critical AIOps
tasks including incident detection, localization, root cause diagnosis,
and mitigation, making AIOpsLab an ideal testbed for evaluating
infrastructure verification by LLM agents. In our setting, we focus
exclusively on identifying infrastructure issues rather than resolv-
ing them, and therefore evaluate on all task types except mitigation
tasks.

4.2 Baseline Agent

For comparison, we use the ReAct agent implementation in AIOp-
sLab as our baseline. The ReAct framework enables agents to inter-
leave reasoning and action steps, allowing them to generate verbal
reasoning traces before selecting and executing tools [30]. We select
ReAct as the baseline because it heavily relies on tool invocations
and is the standard pattern adopted by most existing agentic AI
systems [18].

4.3 Tool Reliability Evaluation

To evaluate the effectiveness of our approach in handling incorrect
tool outputs, we modify the behavior of some observability tools
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provided by AIOpsLab. The AIOpsLab implementation exposes
various tools to collect telemetry data from deployed infrastructure.
Specifically, we configure the get_logs and read_metrics func-
tions to return empty strings rather than the expected telemetry
data. Thesemodifications simulate tool unreliability while maintain-
ing the distinction between incorrect outputs and genuine errors,
tool invocations that violate the expected interface or encounter
execution failures still raise exceptions as expected. This design
choice reflects scenarios where tools execute successfully but return
misleading or incomplete information due to configuration issues,
API timeouts, or data collection failures. To ensure fair comparison
between both implementations, the maximum number of steps is
set to 45 for each, matching the upper bound defined by AIOpsLab.
For RIVA, a multi-agent system, this limit represents the combined
steps executed by both agents.

4.4 Evaluation Protocol

We evaluate both the baseline ReAct agent and our proposed sys-
tem across all root cause analysis tasks available in AIOpsLab. The
benchmark contains three types of tasks: localization tasks iden-
tify where the root cause of a particular fault lies, detection tasks
aim to determine whether an incident has occurred, and analysis
tasks diagnose the root cause of identified incidents. For each task
category, we conduct experiments under different tool reliability
conditions, systematically introducing incorrect behavior in one the
two observability tools (get_logs, read_metrics). We run each
task 5 times and measure the accuracy of both systems in correctly
completing each task type. For all experiments, we use the model
gpt-oss:120b [1] directly, without any fine-tuning.

5 Experimental Evaluation

We evaluate the performance of RIVA. Our evaluation answers the
following questions:

• What is the task success rate of RIVA and the ReAct baseline
agent on tasks in the AIOpsLab benchmark, both with and
without erroneous tool responses (Section 5.1)?

• What is the step count and number of tokens used for RIVA
and the ReAct baseline agent on tasks in the AIOpsLab bench-
mark (Section 5.2)?

• How does the tool call history size (parameterized by 𝐾)
impact the performance of RIVA (Section 5.3)?

5.1 Task Success Rate of RIVA and ReAct agents

We run RIVA (with 𝐾 = 2) and the ReAct agent on all detection, lo-
calization, and analysis tasks in the AIOpsLab benchmark. Figure 3
shows the task success rate of each task type with and without erro-
neous tools. In the presence of incorrect tools, the task success rate
of RIVA is always greater than or equal to that of the ReAct agent
with only correct tools. For instance, the accuracy of localization
tasks with the ReAct implementation is 22.2% with correct tools
and 11.1% with an incorrect get_logs tool implementation. RIVA
achieves an accuracy of 20.0% with the same incorrect tool. Notably,
across all tasks, RIVA improves the average accuracy from 28.0% to
43.8% even when all tool responses are correct. Careful analysis of
the agentic trajectories reveals that most of this improvement stems

from the multi-agent design of RIVA. By separating responsibili-
ties, the verifier agent focuses exclusively on interpreting tool call
results rather than managing their creation and correction. This
division of labor reduces reasoning errors that plague ReAct agents,
which often lose sight of their initial goal after saturating their
context with failed tool executions.

These results show that RIVA can reach superior task success
rates even with erroneous tool responses.

However, RIVA fails to reach accuracies similar to those achieved
when executed with correct tools. This suggests that our system
does not fully mitigate the impact of erroneous tools. In particular,
for localization tasks, RIVA reaches 40.0% task success rate when
all tool calls are correct but achieves 20.0% when the get_logs
and read_metrics tools are incorrect. An inspection of several
trajectories reveals that the tool generation agent is responsible for
this loss in accuracy. Specifically, because this agent generates tool
calls, it is responsible for correcting incorrect tool calls. For example,
if the agent fails to identify a correct service name, it will attempt
to find the correct service name by itself using its tools. These tool
calls are never added to the tool history, meaning that subsequent
calls to the tool generator will likely have to redo the same work.
This increases the number of steps needed for each generation
and the probability of error, leading to decreased accuracy. This
issue could be mitigated by dynamically appending exploratory
tool calls to the history, enabling the tool generation agent to build
upon previous correction attempts rather than repeating the same
discovery process.

Notably, the presence of erroneous tool calls sometimes improves
the accuracy of the ReAct agent. For example, the task success rate of
the ReAct agent for detection tasks is 50.0% whereas the success rate
with an incorrect get_logs reaches 62.5%. We note that detection
tasks are the easiest tasks as they can be solved by only finding
an irregular metric or log. Thus, by making get_logs return an
empty string, the base agent ignores the results and immediately
focuses on the metric results. Metrics being more focused and less
verbose lead to fewer hallucinations and thus better results. Overall,
the results in Figure 3 suggest that RIVA successfully leverages its
design to mitigate the effect of incorrect tools.

5.2 Efficiency of RIVA and ReAct agents

We compare the efficiency of RIVA and ReAct by quantifying tra-
jectory length and token usage, which directly capture the duration
and computational cost of agentic reasoning. With correct tools,
80% of RIVA (𝐾 = 2) tasks complete within 15 steps versus 60% for
ReAct; RIVA’s step count peaks at 17 while 33% of ReAct runs hit
the 45-step cap, and peak token usage is 38 000 for RIVA versus
78 000 for ReAct. We attribute this to the two-agent design of RIVA,
which distributes context across agents, reducing hallucination risk
and the number of corrective steps. With erroneous tools, RIVA
still requires at most 17 steps whereas 37% of ReAct tasks exceed
this threshold; peak token usage is 50 000 for RIVA versus 90 000
for ReAct. Detailed CDF distributions are shown in Appendix D.
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Figure 3: The task success rate of RIVA (with 𝐾 = 2) and a ReAct agent in the presence of erroneous tools and without any

erroneous tool.

Table 1 Average success rate of ReAct and RIVA with different 𝐾
on AIOpsLab

Agent Only correct incorrect incorrect
tools get_logs read_metrics

ReAct 28.00 25.93 28.57
RIVA (K=1) 27.67 24.80 29.02
RIVA (K=2) 43.75 46.67 53.33
RIVA (K=3) 0 0 0

5.3 The Impact of 𝐾 on Efficiency

We now examine the impact of tuning the hyperparameter𝐾 , which
governs the number of unique tool calls necessary to reach a con-
clusion. The average success rate of ReAct and RIVA with 𝐾 set to
1, 2 and 3 are shown in Table 1.

When 𝐾 is set to 1, RIVA achieves similar numbers to ReAct.
By using only 1 tool call to validate a property, the advantages
of RIVA are effectively negated and it falls into the same trap as
ReAct. When 𝐾 is set to 2, as seen in previous subsections, RIVA
outperforms ReAct and is able to avoid the accuracy degradation
caused by the incorrect tool call. However, when 𝐾 is higher than
2, the accuracy falls to 0%. This failure stems from a fundamental
constraint of AIOpsLab: it does not offer enough diagnostic paths
for the generator agent to produce three distinct tool calls for the
same goal, causing it to loop until hitting the step limit. A detailed
analysis of this failure mode is provided in Appendix E.

These results highlight that RIVA performance depends critically
on hyperparameter 𝐾 . If the system cannot generate at least 𝐾
distinct tool calls to verify the same property, it will fail to reach
a conclusion. This hyperparameter directly reflects the diagnostic
flexibility afforded to the agent. In constrained environments like
AIOpsLab, where the agent has limited alternative diagnostic paths,
𝐾 should be set lower accordingly. This analysis also reveals a
promising direction for improving RIVA design: when the Tool
Generation agent cannot identify 𝐾 distinct paths, the system could
continue its analysis with reduced confidence levels rather than
halting entirely.

6 Related Work

The challenge of ensuring robust agent execution in the presence
of tool errors has received growing attention in recent research on
LLM-based agentic systems. Approaches generally fall into two cat-
egories: handling explicit execution failures and mitigating subtle,
silent errors.

Vuddanti et al. introduce PALADIN [25], a self-correcting lan-
guage model agent designed to handle tool malfunctions such
as timeouts and API exceptions. Their approach focuses on en-
abling agents to recover from tool execution failures through self-
correction mechanisms. However, PALADIN assumes that tool fail-
ures manifest as explicit exceptions (execution errors).

Similarly, Sheffler proposes a temporal expression language for
monitoring agent behavior and detecting deviations from expected
behavioral patterns [19]. This approach monitors execution traces
of tool calls and state transitions to identify anomalies in agent
actions, such as improper tool sequencing and failed coordination.
While effective for detecting behavioral regressions, this method re-
quires predefined temporal patterns and does not explicitly address
the problem of verifying tool output correctness.

As opposed to explicit failures, the challenge of silent errors,
where a tool successfully executes but returns an incorrect out-
put, has been highlighted as a critical issue in recent work [22].
Tools Fail investigates methods for LLMs to learn to doubt tools
and detect these mistakes, often using in-context interventions like
checklists. While this work confirms the existence and importance
of the silent error problem, it primarily focuses on the LLM’s ca-
pacity for detection based on internal expectations, whereas our
work provides a structured, external mechanism for tool output
verification.

Some work tackle the tool error problems by improving recovery.
Several approaches explore learning-based error recovery mecha-
nisms, often involving explicit reflection processes that diagnose
failed tool calls and propose corrected alternatives [21]. Addition-
ally, AgentDebug provides a debugging framework that isolates
root-cause failures and generates corrective feedback, enabling
agents to iteratively recover from errors [31].
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On the side of provable safety, VeriGuard tackles a related chal-
lenge by integrating formal verification into the code generation
process to ensure ’correct-by-construction’ agent policies, using an
iterative refinement loop guided by a verifier’s counterexamples [8].

While these works address various aspects of tool reliability and
error handling—from explicit exceptions (PALADIN) to internal
detection of silent errors (Tools Fail) and policy-level verification
(VeriGuard), they primarily focus on detecting and recovering from
explicit tool failures or execution errors. Our approach differs by
specifically targeting scenarios where tools execute without raising
exceptions but return incorrect results, requiring the agent to reason
about tool output reliability through cross-validation and iterative
verification rather than relying on explicit error signals.

7 Conclusions

This paper presents RIVA, a multi-agent system that detects configu-
ration drift in cloud infrastructure even when tools return incorrect
data. By cross-validating multiple independent tool calls targeting
the same property, RIVA distinguishes real infrastructure problems
from faulty tool outputs. Evaluation on the AIOpsLab benchmark
demonstrates that RIVA, in the presence of erroneous tool responses,
recovers task accuracy from 27.3% when using a baseline ReAct
agent to 50.0% on average. RIVA also improves task accuracy 28%
to 43.8% without erroneous tool responses. Moreover, our system
completes most tasks more efficiently, using fewer steps and tokens
compared to a baseline ReAct agent. Thus, RIVA demonstrates that
cross-validation enables more reliable autonomous infrastructure
verification in production environments.

Future work should explore two promising directions to further
enhance the robustness and applicability of RIVA. First, the hyper-
parameter 𝐾 could be determined dynamically rather than fixed at
deployment time. A self-modulating mechanism would allow the
system to adjust the required number of diagnostic paths on a per-
property basis, increasing𝐾 when sufficient alternative tool calls are
available and reducing it in constrained environments, making the
system more adaptive across diverse deployment settings. Second,
our current evaluation simulates tool unreliability by having tools
return empty strings, providing a controlled and tractable start-
ing point. A natural extension would be to evaluate RIVA against
partially valid tool outputs, where tools return plausible but sub-
tly incorrect information, such as stale metrics or misattributed
log entries. Such experiments would further stress-test the cross-
validation mechanism and demonstrate RIVA’s robustness in the
silent error scenarios most commonly encountered in production
cloud environments.
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A Terraform Configuration Example

This appendix provides a concrete Terraform configuration snip-
pet illustrating how IaC definitions can diverge from live infras-
tructure, along with representative examples of configuration drift
arising during and after provisioning.

Listing 1 A Terraform configuration snippet provisioning a web
server and assigning it a security group.

1 resource "aws_instance" "web" {
2 ami = "ami-123"
3 instance_type = "t2.micro"
4

5 vpc_security_group_ids = [aws_security_group.web_sg.id]
6

7 tags = {
8 Name = "web-server"
9 Environment = "production"
10 }
11 }

The snippet in Listing 1 declaratively defines a web server in-
stance, including its operating system image, compute type, and
network security group. It also attaches identifying tags, which are
commonly used to organize resources and express their intended
role within the infrastructure. This approach enables reproducibil-
ity, automation, version control, and consistency.

In practice, deployed resources frequently diverge from the IaC
definition, which is known as configuration drift [12]. Configura-
tion drift can happen during provisioning, for instance when subtle
bugs in IaC modules or provider APIs cause resources to be created
with missing or inconsistent attributes. For instance, an intermit-
tent cloud API issue may result in the instance in Listing 1 being
provisioned without the intended security group due to a silent
error in the backend, even though Terraform reports success. Such
mismatches are difficult to detect immediately because the IaC tool
may not report the underlying inconsistency.

Configuration drift can also occur after provisioning. Manual
hotfixes, automated scaling actions, system updates, or emergency
interventions may modify configuration parameters outside the IaC
workflow. An operator responding to an incident might manually
update the instance’s security group or temporarily open an SSH
port. Due to human error, these changes can remain in the live
environment but are not captured in the Terraform file. Over
time, these discrepancies accumulate, making the operational state
increasingly disconnected from its specification.

B Tool Reliability Illustrative Example

This appendix provides a worked example of how erroneous tool
outputs can silently mislead an agent, motivating the reliability
problem addressed by RIVA.

Illustrating example. Consider Listing 2 with a ping_node
function call that pings a node based on its identifier. Each node
identifier is mapped to an expected IP address and the agent verifies
reachability of a node by invoking ping_node(id). Under normal
circumstances, this tool call returns correct information about the
intended node. However, drift or network reconfiguration may
silently invalidate these assumptions. For instance, the router might

Listing 2 A simplified tool used by an agent to verify node reacha-
bility based on an expected IP mapping.

1 # Expected mapping between logical node identifiers and

their IP addresses↩→
2 nodes = {
3 "0": "172.17.0.5",
4 "1": "172.17.0.6",
5 }
6

7 # Tool invoked by the agent to check whether a node is

reachable↩→

8 def ping_node(node_id):
9 return ping(nodes[node_id])

reassign IP addresses after a network event, or an operator may
manually update network settings during an emergency, invalidat-
ing the IP-to-node mapping. Because the tool returns syntactically
correct output, the agent has no direct signal that anything is wrong.
For example, it concludes that node 1 is healthy even though the
ping was forwarded to an unrelated device.

While the above example is straightforward, the underlying
issue becomes far more severe in realistic cloud environments.
Modern agentic systems interact with dozens of heterogeneous
tools, each with their own failure modes, silent inconsistencies,
and assumptions. As the number of tools and unknowns grows,
the inability of the agent to distinguish genuine configuration drift
from misleading but syntactically valid tool outputs increases.

C IaC Verification Workflow

This appendix illustrates the end-to-end workflow of an LLM agent
verifying IaC-defined infrastructure, as referenced in Section 2.

An engineer first deploys some IaC specification (step 1). Then,
an LLM agent collects data by using its available tools (steps 2
and 3), and reasons about the data (step 4) to identify potential
issues. This process may repeat for multiple steps. Once the agent
completes its task, it provides a report to the engineer who can
further investigate identified issues.

D Detailed Efficiency Analysis

This appendix presents the full CDF distributions for step count
and token usage of RIVA and the ReAct baseline referenced in
Section 5.2.

Figure 5 (right) shows that when all tool responses are correct,
80% of all tasks are completed in 15 steps with RIVA (and 𝐾 = 2)
while only 60% of ReAct runs complete within this number of steps.
Moreover, the maximum number of steps with RIVA (𝐾 = 2) is 17
while 33% of the runs with the ReAct agent require 45 steps, the
maximum number of steps allowed before the task automatically
aborts. Similarly, Figure 6 (right) shows that the distribution of
maximum number of tokens used per task for RIVA (𝐾 = 2) is
within the range of the ReAct agent, although the maximum num-
ber of tokens for RIVA (𝐾 = 2) is 38 000 tokens, compared to ReAct
where a task requires at most 78 000 tokens. We attribute this to the
two-agent design of RIVA, which effectively distributes the infor-
mation between the two agents, resulting in smaller context usage,
reducing the maximum token count and lowering the chances of
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Figure 4: The workflow of configuration drift detection by LLM agents on infrastructure deployed by IaC.
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Figure 5: The distribution of number of steps required to complete tasks, for RIVA and the ReAct agent, with and without

erroneous tool responses.

0 2 4 6 8

·104

0

0.2

0.4

0.6

0.8

1

Max Tokens

C
um

ul
at
iv
e
Pr
ob

ab
ili
ty

Incorrect Tool: get_logs

0 2 4 6 8

·104

0

0.2

0.4

0.6

0.8

1

Max Tokens

Incorrect Tool: read_metrics

0 2 4 6 8

·104

0

0.2

0.4

0.6

0.8

1

Max Tokens

No Incorrect Tool

ReAct
Riva (K=2)
Riva (K=3)

Figure 6: The distribution of maximum number of tokens required to complete tasks, for RIVA and the ReAct agent, with and

without erroneous tool responses.

hallucination. The smaller context sizes in RIVA also reduce the
number of incorrect tool calls per step, decreasing the amount of
corrective steps the agent takes to fix tool calls.

In the presence of incorrect tools, RIVA uses fewer steps than
ReAct on average to finish a task (see Figure 5 left and middle).
In particular, RIVA requires at most 17 steps with erroneous tools
whereas 37% of all ReAct tasks requiresmore than 17 steps. However,
Figure 6 (left and middle) shows that RIVA uses a higher maximum
number of tokens per task when tools are incorrect, though the
tendency is inverted after 40000 tokens as the top 20% of ReAct
runs exceed the top 20% of RIVA runs. Similarly to the experiment

with only correct tools, the maximum value is much smaller than
ReAct: 50 000 tokens for RIVA versus 90 000 for ReAct. Upon further
inspection, RIVA starts generatingmore commandswhen erroneous
tools are present compared to when all tools provide correct outputs,
resulting in higher token usage that allows the system to avoid the
negative effects of incorrect tools. ReAct, on the other hand, is not
able to recover from incorrect results and exhausts all of its steps
trying to reason over them. Overall, the design of RIVA allows for
more effective use of its resources compared to the ReAct agent,
particularly in the maximum number of tokens used to solve tasks.
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E K Hyperparameter Sensitivity Analysis

This appendix provides a detailed analysis of why RIVA fails com-
pletely when 𝐾 = 3, as referenced in Section 5.3.

Figure 5 and Figure 6 show that 𝐾 = 3 leads to significantly
different results: 83% of all tasks use fewer than 15000 tokens while
77% of all runs reach 45 steps, the maximum allowed in our evalua-
tion. Deeper analysis reveals that most executions fail at generating
a third command. In particular, AIOpsLab does not offer enough
flexibility to the generator agent to produce more than 2 different
tool calls for a specific goal. As soon as the verifier agent tasks
the generator agent to generate a third command, the generator
continues trying until it reaches the maximum number of steps.
Moreover, as all generated tool calls are incorrect, they only produce
a small number of tokens (an error message from the benchmark),
explaining the small maximum token values observed.
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